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THE PROMISE OF THE INTERNET OF THINGS (l1oT)

Image Source: Libelium

Smartphones Detection Electromagnetic Levels

Detect iPhone and Android dewices and in Measurement of the energy radiated
general any device which works with Wil ar by cell stations and WiFi routers,
Bluetooth interfaces.

Perimeter Access Control

Access control to restricted areas and detection
of peaple in non-authorized areas

Radiation Levels
Distributed measurement of radiation levels.
in nuclear pewver stations surrourdings to
generate leakage slerts.

Air Pollution

Control of CO, emissions of factones, pellution
emitted by cars and toxic gases generated in
farms.

Traffic Congestion

Monitoring of vehicles and pedestrian
affluence to optimize driving and walking
roules

Forest Fire Detection

Menitoring of combustion gases and preemplive
fire conditions to define alert zones,

Wine Quality Enhancing
Monitaring soil moisture and trunk diameter
in vineyards to control the amount of sugar in
grapes and grapevine health

Offspring Care

Cortrol of growing conditions af the offspring in
animal farms to ensure its survival and health.

Sportsmen Care

vital signs menitering in high perfarmance
centers and fields.

Structural Health

Moniloring of whrations and malerial conditions
n buildings, bridges and histarical monuments.

Waste Management

Detection of rubbish levels in containers
to optimize the trash collection routes.

Smart Parking
Manitoring of parking spaces availatility
inthe city.

Water Quality Golf Courses

Study of water suitabillty in rivers and the Selective imigation in dry zones to
sea for fauna and eligibility for drinkable reduce the water resources required in
use. the green.

Quality of Shipment Conditions

Manitoring of vibratians, strckes, container openings
or cold chain maintenance for insurance purposes
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Smart Roads

Warning messages and _diversions.
accerding 1o climate conditions and
unexpected events like accidents o
traffic james.

Smart Lighting

Intelligent and weather adaptive lighting
in street lights.

Intelligent Shopping

Getting advices in the pont of sale
according to customer habils. preferences,
presence of allergic companents for them
or expiring dates.

Noise Urban Maps

Sound menitoring in bar areas and
centric zones in real time,

Water Leakages

Detection of liquid presence outside tanks
and pressure varialions along pipes

Vehicle Auto-diagnosis

Infarmation collection from CanBus to
send real time alarms to emergencies
or provide advice to drivers

Item Location
Search of indridusl items in big surfaces
Lke warehouses or harbours.




LIFETIME 1S LIMITED BY ACTIVE WAKEUP CIRCUITRY

10000 -
* Sensor nodes must be deployed for
————————————————————————————————————————— long durations at low cost
10 yrs
1000 - «  Energy consumption is extremely
= limited
% 1yr. i i
o) G » Data is continuously processed but
:: rarely worthy of communication
£
s T —— 1 mo. » Sensing is often time critical, as the
S 10{  Unattended source may only briefly be in
Sensors Battery drainage proximity of the sensor
by active wake-
LI circuiitry « Communication of a sensing event is
1 often time critical
0.01 0.1 1.0 10 100

Event Activity (% of Time)
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LIFETIME 1S LIMITED BY ACTIVE WAKEUP CIRCUITRY

Lifetime (Days)

B LT oy,
Battery leakage,
1000 - and N-ZERO
N-ZERO \ wake-up
"""""""" > '{"""""""'1;[
100 - \
"""" 1 mo.
10 Unattended
Sensors Battery drainage
by active wake-
up circuitry
| ,
0.01 0.1 1.0 10 100

Event Activity (% of Time)

Sensor nodes must be deployed for
long durations at low cost

Energy consumption is extremely
limited

Data is continuously processed but
rarely worthy of communication

Sensing is often time critical, as the
source may only briefly be in
proximity of the sensor

Communication of a sensing event is
often time critical
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N-ZERO VISION: OFF BUT ALERT!

10000 -
Sy
B e T
Battery leakage,
1000 - ~ and N-ZERO
N-ZERO wake-up
_______________ N oo
\ 1yr
100 - \

Unattended

Lifetime (Days)

10 -
Sensors Battery drainage
by active wake-
up circuitry
1 ent frequent
0.01 0.1 1.0 10 100

Event Activity (% of Time)

N-ZERO passive sensor wake-up:

« Continuous operation and near-zero power processing
» Persistent sensing with greatly extended lifetime and reduced cost
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POWER CONSUMPTION AND LIFETIME OF UNATTENDED
SENSOR SYSTEM COMPONENTS

%Magnetic field sensor ( |
100 mwW 20 (minutes C.
UNB Transceiver T
=
10 mw 3 (hours) CBD
[ J ) =+
c Microphone and accelerometer o
o 1 mw 1 (day) 3
)
g' \'j o
_— w
é 100 W @ )1 MHz, 32-bit M4 processor 12 (days) o
3 IEEE 802.11ba wake-up radio receiver ;3>
- 10 pw 4 (months) =y
[}
= \Wake-on-sound or motion sensors g
2 1 pW ° — 3.4 (years) =
10-vear lifetime target | e
[ )
100 nW ° _ _ _ 34 (years) &
® )Sleeplng processors, sleeping radios, 64 kB =
memory and N-ZERO
10 nW 340 (years)
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THE N-ZERO ADVANTAGE

Average Power (pW)

Average Power (mW)

Unattended Ground Sensors

Analog Wake-U),
150 - Alwa‘;!; Consurr:s
Power
~ 1 Month Device
] 08% Lifetime from
100 . Coin Cell
50 -
Recording
1.4 Min/Day
0 )

Example Milcrosystem

150 -
) :
= 1
T 100 |
Q 1
g !
o 1
@ 50 |
(o] 1
& :
=3 i
0 1

Savings From

------N-ZERO ~ 5 Year Device
! 5;::2:; Lifetime from
I Coin Cell
1
1
1
1
i
i Recording
! 1.4 Min/Day

UGS RF Transceivers

Periodic
25 - Wake-up and

Synchronization
] ~ 1 Month
20 .
Device
15 4 Lifetime
10 -
Transmit N
5 Data Rﬂ“
0. 6Mb/Day 4, MB/Day
Example Radio

= Staying alert requires active power

» wake-up and synchronization consume
> 95% of battery life for sparse signals

. 25 -
= | -
E 20!
$ 15
B !
g 101
E 1
8 5!
= !
0_
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Example Mlicrosystem w/ N-ZiERO

Savings From
N-ZERO

i Passive ~ 24 Month
| Wake-Up Device
Lifetime
Transmit _
Data R:ege
6Mb/Day 45 Mp/pay

Example Radio w/ N-ZERO

+ OFF but constantly ALERT

+ Wake-up and synchronization
do not drain lifetime




N-ZERO SENSOR PERFORMANCE

Signature Detected Interference w/

Sensor Type Standby Power

> 959 POD Specificity

Vehicle at 10 m Urban 20 nW

Broadband thermal &
other wavelengths

71 bpm O 4.3 Ambient and pentane passive
diaminopentane
waveform

Infrared Wavelength-specific IR passive
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ZERO POWER IR SPECTRUM SENSOR

e “Radiance spectra of exhaust gases at 500 K

=== CQO; === N;O ===CO NO === HyO === NO; === SOz

i :
o ' Ly
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Wuvenumlﬂar (cin )

k H

spectrally
selective
absorber

Outer
compensating
beams
Plasmonic
. absorber

—

‘ Inner actuating
beams

Thermal
isolation link

(b)

Maximum — (c)
displacement

-

Sensitive to in-band
IR radiation

Immune to ambient
0 § temperature change
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IR SENSING WITHOUT POWER

1.0 1.0
Plasmonic —— Plasmonic IR absorber
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Z. Qian, S. Kang, V. Rajaram, C. Cassella, N. E. McGruer and M. Rinaldi., “Zero-power infrared digitizers based 005 ——5.75 um flter 4 um filter Response
on plasmonically enhanced micromechanical photoswitches." NATURE NANOTECHNOLOGY, vol. 12, Oct. 2017. 0 20 a0 60 80 100
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ALWAYS-ON nW RECEIVER FOR NETWORKED loT

H. Jiang, et al. "A 4.5 nW wake-up radio with— 69dBm sensitivity." /EEE Solid-State
Circuits Conference (ISSCC), 2017.
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N-ZERO HAS SIGNIFICANTLY ADVANCED LOW-POWER RF

David D. Wentzloff, “Low Power Radio Survey," [Online].
www.eecs.umich.edu/wics/low_power_radio_survey.html

mw

Power

nwW
-120

-110

- ® .. [ ] [ ] It
(] ‘l S L
o o% L
- .“. LY r.
' * [ ]
d £
o o | & o °
o ® Y
L e e*® e
-.\~“ — ege o
-...‘\ . ®
“&."‘.‘
‘-\‘~~.
&» ?
o e,
Phase 3 Phase 2 | Phase 1
-100 -90 -80 -70 -60
Sensitivity [dBm]

Distribution Statement “A" Approved for Public Release, Distribution Unlimited

"-.\.

@O

H. Jiang, et al. "A 4.5 nW
wake-up radio with— 69dBm
sensitivity." /EEE Solid-State
Circuits Conference (1SSCC),
2017.

J. Moody et al., "A —=76dBm
7.4nW wakeup radio with
automatic offset
compensation," 2018 IEEE
International Solid - State
Circuits Conference - (1S5CC),
San Francisco, CA, 2018, pp.
452-454..




LOW-POWER PROCESSING

VDEV
supply

N-ZERO

l wakeup
sensors

Batlery Monitor

'— 4
ARM
Cortex-M33

mm

Code development only Active & Standby

Inegrated
Voltage
Regulator

1o
Pads =y Asci
programmer

pC | Vs
Mbridge

COTS radio
COTS sensor

Shutdown
SRAM

Source: ARM

ARM Cortex-M33 with DSP extensions

Shutdown power: 10nW How does the DoD use
Active power: 10uW-2mW (0.1-50MHz)
ROM capacity: 128kB

RAM capacity: 16kB active + 4kB shutdown

the technology?
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N-ZERO PERSISTENT SENSING OPPORTUNITIES

* New class of nW systems

Critical ° RF’ aCOUStiC, SeismiC, IR,

Infrastructure

Protection and chemical modalities

Perimeter
Monitoring

* Orders-of-magnitude improvement
in lifetime
and battery size

» Persistent sensing without
sleep-cycling

Artist’s Concept
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MICROSYSTEMS FOR THE loT

Perimeter

Monitoring

A FHic

Artist's Concept
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NEAR ZERO-POWER MACHINE
LEARNING PROCESSORS FOR
CONTINUOUS ACOUSTIC SENSING

* Dennis Sylvester, David Blaauw, Hun Seok Kim
* University of Michigan



PROPOSED SYSTEM OVERVIEW

« ~10nW acoustic sensing and object recognition microsystem
* Initial targets: generator, car, truck
o Later targets: voice activity, keywords

MEMS
Microphone

-—

12V

Active Audio
Amplifier

VGA

R g |

| Current Source |

|
|
!lidentify
|
|
|

Analog-to-Digital Digital Signal

Converter ___ _Processing
[
[

8-bit Il Feature Classifi-

SAR ADC 7": Extraction [*|  cation
[
[

y\ T T —————————
1kHz

Charge Pump |‘

Ultra-Low Power System On-Chip )

On-chip Oscillator

Package |

Distribution Statement “A" Approved for Public Release, Distribution Unlimited



SIGNAL PROPERTIES
EXPLOITED FOR NEAR ZERO POWER DSP

4 ) é )
Concentrated within a relatively Allows a 1kHz clock
narrow bandwidth (<500Hz) ) . for all active components
( ) 4 N
Sparse in frequency domain Stationary in time domain
L - Full FFT/DFT unnecessary ) L - Sequential feature extraction )
Generator

) 200 400 600 BOD 1000 1200 1400 1600 ) 200 400 600 BOO 1000 1200 1400 1600 0 200 400 600 BOO 1000 41200 4400 4600
Timel/s Timels Time/s
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FEATURE EXTRACTION

DFT performed only on the discrete tones of interest (Tol)

(xoN (1 1 1 1 Y ( x0o] )
X/1] 1 w o We -1 x[1]
X/2] 1 we Wt e PRV x/2]
X3] 1= 1 ws  ue WAIN-1) |

X[N-2] 1 WN-2  WLRIN-2) e WIN-2) (N-2) x/n-2]

A -1 (N-1) ... N-1) (N-1) -

N2 (1 v uA WD )| xfn-1] )

W = e—j}?lT/N
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PROPOSED FEATURE EXTRACTION METHOD

DFT performed only on the discrete tones of interest (Tol)
Serialized tone-by-tone computation

Used for
Toly

VsigA
Time

~ NADC output
samples

-0 A
AVAVL JUS=e- Y
VWV == |
WA e |

Tolk

Freq
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PROPOSED FEATURE EXTRACTION METHOD

DFT performed only on the discrete tones of interest (Tol)
« Serialized tone-by-tone computation

Used for Used for
TO|1 TO|2
VsigA A .

AV A IAEYAVES

Time

<

< > —>
N ADC output N ADC output
samples samples

AN Ao
/\/\/ ‘ —®‘ Tol,

Freq

W, = | r
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PROPOSED FEATURE EXTRACTION METHOD

DFT performed only on the discrete tones of interest (Tol)

[ J
« Serialized tone-by-tone computation (‘tone’ signal is complex valued)
Used for Used for Used for
Ve A Toly Tol, T(')ls

ANV W,

N ADC output
samples

<

" NADCoutput ' NADC output '
samples samples

AN Ao

Toly

Tols

Wik = |

T0|k

Tols
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PROPOSED FEATURE EXTRACTION METHOD

DFT performed only on the discrete tones of interest (Tol)
« Serialized tone-by-tone computation (‘tone’ signal is complex valued)

Used for Used for Used for Used for
vk o ol

AVAAVVIIAVE VAV

“"NADC output’ |+ NADC output’ N ADC output ~ N ADC output ' Time
samples samples samples samples

\
/\'/ # s Eﬂ Features are

Toly o
- sparsein
/\{:}/ - —®# frequency
{VVV\I - domain

Tol;

- / B0l -
WWW —»

Toly
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PROPOSED FEATURE EXTRACTION METHOD

e DFT performed only on the discrete tones of interest (Tol)
« Serialized tone-by-tone computation (‘tone’ signal is complex valued)

Used for Used for Used for Used for
Voh O o o

AAVAAVVIIYAVE VAV

" NADCoutput ' = NADC output '~ N ADC output ~ N ADC output ' Time
samples samples samples samples

Programmable Freq.

\
/\/ - s Eﬂ Features are

Tol, o
- sparsein
/\{:DJ - —®# frequency
{V\N\l - domain

Tol;

- | / o _
WWWW —»

Tolg
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PROGRAMMABLE, NEAR-ZERO POWER DSP
ARCHITECTURE

ADC code
I Y. A | A 3 - NNet Classifier
1 Digital Back-End Architecture 1 - —
1 1 - MEM | | Mem |,___| Instruction Branch
: : = Bus Control Unit
1 I
|
! : Ls{mMM| vC| PL| EC| ©
1 Configurable fregq. ULP Neural I Object enlen | en| en] en Codz N
: feature extractor Network " 3 vy v+
| .
i SRAM Processor I PWL Element | - Processing
: controller : Function Combination nits
= 1
! : write Matri Vecto
trol . oo TiX r
: scion r? readf.eaturelwelght intermediate 1 \\ TRIG Load/Store Multiplication || Computation
i gnals Ibias/param. results | N
1 1 ~ IDLE
' : \\ FLAG
I ULL Custom SRAM | S et ALU
1 : N\ OBJECT] File
1 N, *
1 |
! I
1

Support vector machine (SVM)
Multi-layer fully connected NN

DSTP power Piecewise-linear non-linear functions
processor

power gated

Feature extraction
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N-ZERO TARGET CLASSIFICATION

« Targets: generator, small car, truck

o« 32x1 Tol DFT feature input vector - 5 input frames combined to 160x1
input vector

* Weights quantized to 8-bit

e Fully connected NN with 2 layers, softmax output, moving average post-
processing

 Programmable processor: other NN configurations possible
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N-ZERO TARGET CLASSIFICATION

- - [
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ENVIRONMENT-SPECIFIC TRAINING

Generator
Truck

Car

Trained without wind data,
Tested with wind

Generator
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0.0%0
0.18%0
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Power Ratio Wind/Target (dB)




ENVIRONMENT-SPECIFIC TRAINING

Trained with wind data,
Tested with unseen wind

Generator Truck

99.63%0 0.0%0 0.0%0
Truck 0.0%0 97.02% 1.08%
Car 0.09%0 0.32% 95.57%

Generator

nar
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o 5
=] o
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=]
o
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0.85 [

= . : L —_— :
G, —3— Generalor
':3‘_‘“————'6—.____5 \\_\ —— Truck
‘_O“Hx ] Car
e
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Power Ratio Wind/Target (dB)
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N-ZERO V2 DIE PHOTO

2.15mm

3mm

<V1 Chip>

<V2 Chip>
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PHASE 2 HARDWARE TESTING

« Testing condition emulates 5m distance

Rural Urban
No sound No sound
file play file play
~ ,Gen, Truck , Car ., Gen . Truck , Car
Ton[ on | on =~ TTon [T on | on
,| Quiet
B = el
I": ‘5 1.4
()
z z 12f
c g 1
2 "B o:
IE IG
(S o °°
a a .
02}
Cl - 40 . .: “ ::. : :.: - 50 180 0 . - 60 . 140
Time (pts x 6 sec) Time (pts x 6 sec)
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A MORE COMPLETE AUDIO MICROSYSTEM

Sound Hole I

PV Cells

Antenna

MEMS
Transducer

>

Overall system size
¢ 6%x5%4 mm?3

Features

e Real-time audio acquisition
with low power compression

» 15-38 mins of recording on 1
charge, 4.7uW avg power

8Mb Flash storage

Solar energy harvesting
Wireless link

General purpose J-processor
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A POSSIBLE PATHWAY

Wake up
powerful DNN-
based audio
recording &

analysis
microsystem Transducer

Miniaturize V\l—Zero trigger

o Self-sustaining autonomous audio detection/recognition
microsystem incl. moderate range RF (—50m)
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SUMMARY

e Ultra-low power audio detection possible, in mm-scale form factors
e Unobtrusive, long lifetime

* Applications in surveillance/monitoring, as well as non-military spaces
e Truly smart user interfaces for next generation IoT devices

* Combines advances in fully integrated DNNs, ULP analog/mixed-signal
circuits

 Commercialization of mm-scale systems being pursued via Cubeworks
e Always-on voice control in ULP 10T being pursued via Ambiq Micro
« DNN in edge devices being pursued via Mythic

N CubeWorks ambiamicco MYTHIC
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